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What is the Portal? 

The Portal is an online web application that provides Claims Administrators (CA), Utilization Review Organizations (URO), 

and the Independent Medical Review Organization (IMRO) a single, shared workspace to upload, view, and download 

documents associated with IMR cases. 

What is Keycloak? 

Keycloak is an open source Identity and Access Management Server for applications and services used to authenticate 

users accessing the Portal. 

Recommended internet browsers 

Chrome supports all functionality in the Portal.  

The Portal will run in all browsers that support HTML5 including Firefox, Safari, Opera, IE 10, IE 11, and IE Edge with 

some limitations in functionality. 

 

Browser Description 

Chrome, Opera Only Chrome and Opera support named folder drag and drop. 

IE Edge Does not support drag and drop in Windows 10.  

IE Edge Very slow rendering of PDF images in PDF viewer. 

IE v9 and older  Not supported. 

 

  



The Portal User Guide v1.0 
       Page 4 of 12 

Search for a specific user or view all users 

1. Login to the admin UI. 

2. Select Users in the navigation pane. 

 

 
 

Do one of the following: 

 Search for a targeted user by entering their name in the search field and click the magnifying glass to begin the 

search.  

 
 View all users in the realm by clicking the View all users button and page through users with the Next Page / 

Previous Page buttons. 
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Enable or Disable Users 

 

Enable user 

1. Login to the admin UI. 

2. Search for a specific user or view all users. 

3. Select the Edit button to edit the targeted user. 

 

 The Details tab will indicate User Enabled OFF.   

 

 

 Click User Enabled OFF to change the User Enabled state to ON. 

 Click the Save button to save the change. 

 Enter Username, Email, First Name, Last Name. 

 Username and Email should be the same. 

 Ensure User Enabled is ON. 

 Click the Save button. 

 

5. Select the Credentials tab. 

 For Reset Actions,  add the following actions: 

i. Update Password 

ii. Update Profile 
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 Click the Send email button. 

This will send a time-sensitive email to the user with a link that will bring them the user maintenance 

page.  

6. Select the Role Mappings tab. 

Available roles will be group-admin, claimadmin-user, and claimadmin-super-user 

 Select the desired role and click the Add selected button. 

Providing the role gives the new user access to the portal.  The Send email step sends a time sensitive email to allow the 

user to provide their own initial password and verify their account details. 

Disable user 

 The Details tab will indicate User Enabled ON. 

 Click User Enabled ON to change the User Enabled state to OFF. 

 Click the Save button to save the change. 

Change User Password 

1. Login to the admin UI. 

2. Search for a specific user or view all users. 

3. Click the Edit button to edit the targeted user. 

4. Select the Credentials tab. 

 

 
 

5. Enter a new password in the New Password field.  It must conform to the password policy for the realm. 

6. Reenter the password in the Password Confirmation field. 

 

 Temporary can be set to ON or OFF 

 If set to ON, the user will be forced to rest the password at the first login.   

 If set to OFF, the user can use the password until it expires. 
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 Reset Actions can be one or all of the following: 

 Configure Totp 

The user will need to configure a password through Google Authenticator in the next login sequence. 

 Update Password 

The user will have to update their password in the next login sequence. 

 Update Profile 

The user will have to update their profile (Firs name, Last name, email address) in the next login 

sequence. 

 Verify Email 

A time-sensitive email will be sent to the user.  The user can activate a link to initiate the Reset Actions.  

When the Send email button is clicked, an email will be sent to the users configured email address. 

 

Verify or Modify Role Mappings (permissions) 

If a user is unable to perform the expected actions in the Portal, the role mappings for the user may need to be verified 

or modified. 

1. Login to the admin UI. 

2. Search for a specific user or view all users. 

Select the Edit button to edit the targeted user. 

3. Select the Role Mappings tab. 

  
 

 Typically, a user will need to carry the claimadmin-user realm role.  The desired roles should appear in the 

Assigned Roles list box.  Having a role in the Assigned Roles list indicates the user has the set of privileges 

associated with the role.  Existing roles are: 

 claimadmin-user  

This role provides the user the ability to use the portal 

 group-admin 

This role provides the user the ability to administer users within the realm. 

 claimadmin-superuser 

This is a convenience role combining group-admin and claimadmin-user.  The same privileges can be 

awarded by assigning the roles separately. 
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 In the Realm Roles section, modify the user’s assigned role by selecting an item in the Available Roles list box 

and click on the Add selected button.  To remove roles, select an item in the Assigned Roles list box and click on 

the Remove selected button.  The item will return to the Available Roles list. 

 Each operation will be individually persisted and confirmed. 

 

Note: Portal permissions are organized as Realm Roles.  There should be no reason to manipulate Client Roles.  

 

Manage Sessions at the user level 

1. Login to the admin UI. 

2. Search for a specific user or view all users. 

3. Select the Edit button to edit the targeted user. 

4. Select the Sessions tab. 

 
 All active sessions will be shown and each will show as a different line.  

 To logout sessions, do one of the following:  

 To logout a single session, click the Logout button associated with the session. 

 To logout all sessions, click the Logout all sessions button. 
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Manage Events 

Note: Keycloak events should not be confused with Portal events.  Keycloak events are confined to capturing actions 
related to user administration, authentication, and realm management.  

 

1. Login to the admin UI. 

2. Select Events in the navigation pane. 

 

3. The Login Events tab allows an Administrator to view user and system actions related to authentication.   

 

 To filter events, click the Filter button.  

 Events can be confined by Event Type, Client, User, or Date. Clicking in the Event Type field presents a multi-

select list that will populate the field. 

 To refresh the list with filter parameters, click the Update button.  

 The Reset button clears all search parameters and updates the result list. 
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4. Admin Events 

The Admin Events tab provides a view to the administrative actions (CREATE, DELETE, UPDATE, ACTION) 

performed against realm resources (users and clients).  Filtering on this tab works on two levels:  

 operation level  

 details level  

If filter parameters are set under Authentication Details, the list will be filtered to show only entries with 

conforming Auth Details.  To view Details, click the Auth button for the associated line. 
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Config 

There are a limited set of actions that can be performed on the Config tab. 

 Control whether Login Events are saved to the database for your realm.  This makes the event data available on 

the Login Events tab.   

 Set Save Events to ON. If set to OFF, data will not be available to filter and view. 

 Control whether Admin Events are saved to the database for your realm.  This makes the event data associated 

with administrative actions available on the Admin Events tab.   

 Set Save Events to ON. If set to OFF, data will not be available to filter and view. 

 Set Include Representation to ON to include the JSON representation for CREATE and UPDATE requests in the 

log entry. 
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Service Accounts 

Note: Along with the realm, first and last name, and email addresses we requested to create user accounts, we would 
also like you to submit an email address for a service account. 

 

Service accounts are created to allow organizations to automate services.  In this scenario, an email will be sent to the 

email address associated with the service account as part of account creation.  The email content will vary, but will look 

similar to the following: 

 

Activating the link will bring you to a password change dialog that is the final step in activating the service account. 

 

Once the account is activated, the credentials and realm name will be used to access the automated services. 


